
InfraGard & Cyber Response
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Cyber News is Scary
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Alaska Isn’t Immune
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Cyber Emergency Threats

• Top Trending Schemes 

– Ransomware

– BEC / Online Fraud

– DDOS Attacks

– PII Data Breaches

• Additional Threats 

– Insider Threat

– Cyber Swatting

– Cyberterrorism

– Banking Trojans
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It All Starts with a Phish

• Phishing emails involved in 65-90% of 
cyber crime

• Leads to:

– Malicious Link

– Attached Doc

• MACROS!
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Attacks on Infrastructure
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The Ransomware Threat
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Enter……FBI



9

When You Call, … We Won’t

• Swoop in with black helicopters, heavy artillery 
and SWAT gear

• Take all your devices and leave a tumbleweed

• Go on the evening news to talk about what 
happened

• Produce a report blaming the victim for allowing 
the crime

• Share your proprietary data with anyone

• Stop your recovery so we can take what we need

• Give you orders on how to proceed
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When You Call, … We Will

• Set a time that works for you to have a 
conversation

• Plan with you how to retain key evidence

• Schedule time to collect evidence as 
unobtrusively as possible

• Share any intel/tools we have related to the 
threat

• Relate other victims experiences

• Try to take only copies of data 

• Return any device as soon as possible
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Alaskan Success
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Dynamic Support

• Industry or segment specific briefings

• Presentations to 
businesses/associations

• Sharing of best practices:
– Basics

• Passwords

• Backups

– Advanced
• Incident Handling

• Forensic Processes
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Resources Available

• IC3.gov
– Online intake of cyber crime 

reporting

• CyWatch
– 24 command center for intrusion 

reporting and response

• InfraGard
– iGuardian for detailed reporting

– Malware Analyzer

• Financial Fraud Kill Chain
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Public Outreach

• FBI Citizen’s Academy

• FBI Teen Academy

• Participation in various Cyber Task 
Forces

• InfraGard
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InfraGard

• The mission of the InfraGard Program is to foster 
collaboration sharing that enhances our collective ability 
to address threats to the United States’ critical 
infrastructure through a robust private-
sector/government partnership.

• Membership includes business executives, 
entrepreneurs, military and government officials, IT 
professionals, academia, representing the designated 
critical sectors, state and local law enforcement and 
concerned citizens 
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16 Critical Sectors

1. Agriculture & Food
2. Banking & Finance
3. Chemical
4. Commercial Facilities
5. Communications
6. Critical Manufacturing
7. Dams
8. Defense Industrial Base
9. Emergency Services
10. Energy
11. Government Facilities
12. Healthcare and Public Health
13. Information Technology
14. Nuclear Reactors/Materials/Waste
15. Transportation
16. Water Supply
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InfraGard History

• Began in 1996, in Cleveland, Ohio as a collaborative 
effort between FBI, Cleveland Division and subject 
matter experts in local industries and academia

• Designed to harness private sector expertise for 
investigative efforts in cyber security

• Immediately successful and quickly expanded 
nationwide to all 56 FBI field offices

• InfraGard today is comprised of more than 55,000 
members  and has 84 InfraGard Chapters
throughout the United States.
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InfraGard Regions
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Benefits to the Member

• Providing access to a secure suite of numerous 
unclassified intelligence bulletins
• Enabling them to play a key role in securing 

infrastructure  
• Improving understanding of the threatscape

• Opportunities to attend training events and 
briefings held by the FBI and its law 
enforcement partners

• Valuable networking/collaboration 
opportunities

• Establishes relationship with FBI 
before an incident
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Benefits to the FBI

• Prevent, detect, and investigate threats 
impacting critical infrastructure and/or 
national security

• Better understand emerging trends
• Foster crime prevention initiatives
• Promote the exchange of ideas
• Build key contacts within local communities 

and the public and private sectors
• Alert citizens to threats and vulnerabilities
• Facilitate peer-to-peer collaboration and 

information sharing
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• Joint Intelligence Bulletin

• Advisory disseminated based 

on current threat analysis

• FBI Liaison Alert System

• Actionable intelligence for 
victims/potential victims

Flash 
Message

• FBI analysts 
(general/specific)

Threat 
Briefings

PIN/PSA

JIB

• Private Industry Notification

• Private Sector Advisory

Member: Intelligence Info
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Member: Online Portal

• Access to InfraGard’s secure web portal: www.infragard.org

• Comprehensive suite of sensitive but unclassified FBI, DHS 
and other federal, state and local threat intelligence 
products and daily news feeds

• Acess to webinars and presentations from around the 
country concerning cyber security

• Access to iGuardian, the FBI’s cyber incident reporting tool 
designed specifically to the private sector

• Access to Malware Analyzer online sandbox

• Future access to InfraGard U – Training and certification 
opportunities

http://www.infragard.org/
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Member: Training Opportunities

• Free or discounted seminars and 
conferences 

• Access to government agency training 
programs from FBI, DHS and others

• Training discounts from SANS, the 
Center for Information Security 
Awareness (CFISA) and others

• InfraGard U: coming in Fall of 2019
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How to Join

• Individual
• FREE
• Requirements: 

• 18 years or Older
• U.S. Citizen
• Pass Periodic Criminal Background Checks
• Have Association with 1 of 16 Critical Sectors
• Agree to Adhere to the IG Code of Ethics

• Apply Online at 
https://www.infragard.org
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Questions??

Special Agent Kevin Hinrichs
FBI Anchorage – Cyber Squad

Alaska InfraGard Coordinator

101 East 6th Ave

Anchorage, AK 99501

907-276-4441


